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Example: Personal data, or not?

Jonathan Smith
Johathan.smith@company.com
Company Delta

Social Security Number

List of incoming call of a phone
Digital fingerprint

November 01, 2019

Minutes of meeting mentioning attendance of Jonathan Smith and his interventions

Geologicalised data of a company car

Credit card number

Oxford Street, 20, London
192.168.87.11 at internet cafe’
Car ID: 7465 PY 11

CCTV Surveillance

e
https://www.tnetsecurity.com/
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YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
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Examples of personal data

- a name and surname;
= a home address;
an email address such
as name.surname@company.com;
an identification card number;
location data (for example the location data function
onNn a mobile phone)¥*;
an Internet Protocol (IP) address;
a cookie ID¥*;
the advertising identifier of your phone;
data held by a hospital or doctor, which could be a
symbol that uniquely identifies a person.

s Europeart Commission,
Https.rrec.ewuwropa.eu/infolawlaw-toprc/adata-
proftectiornnreform what-personal/-adata _er

https://www.tnetsecurity.com/ Copyright © 2021 T-NET Co., Ltd.
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Data Transfer Data Disposal

(Rules for international transfer) (Msaunasrinany
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Article5 Principles relating to processing of personal data

Data minimization
Adequate, relevant and limited to Storage limitatio

what necessary in relation to the pi ... 4 only for as long

purpose necessary for achieving t

purpose

Purpose limitation

Collected for specified explicit

and legitimate purposes

Integrity and

Lawfulness,

Confidentiality

fairness and
Processed in a manner

transparency to maintain security

ol 3
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Descriptions Collection Storage Usage Transfer Disposal
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Archive Use
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Share Noronio] =, c—/
Access Control Encryption Availability Backup Recovery Data Subjects’
Rights
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- Cross-Border
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Data Retention/ \
Archival

anulbununalnu, Uns
drsoodoya
Tonlnunseoly)

est/Response of Request) | |

Data Transfer Data Disposal

(Rules for international transfer) (Msaunasrinany

(Omsloudaya4luatous:=ina doya)

nsSely syuuu, 55n1slou)

/
\ Ensure Securit Measures
_________________________
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Cybersecurity Privacy
Framework Framework

-NET

https://www.nist.gov/privacy-framework.

i IDENTIFY
| PROTECT

- CONTROL Primary Functions for Managing
Privacy Risk Sources:

I data security loss

TR

INFORM

NS

Bz data security loss & direct
authorized data processing s

direct authorized
m data processing

11570127001
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29AUITNBUVBINININITINYIAMNLUAIUADNNEUDIUDYA

(20810
6109810 > >
auinaua

Incident response (Technical

Firewalls

procedures and Controls) Antivirus Software

Access logs
training

aA1UuNIS
USH1S960N1S
(Administrative

Controls)

AUNI9NIW 100810

(Physical Controls)

® Preventive controls ® Locks
® Detective controls * CC1TV
® Corrective controls ® Fences

42
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Privacy vs Security D

Privacy

N Security

* Collection of Personal
Information

* Confidentiality:
data being stored
is safe from
unauthorized access
and use

|+ Using and disclosing
personal information in
authorized manner

- Protection
of
personal
informatio

* Dat li
ata quality * Integrity: data is

reliable and accurate
* Access to personal

information

Availability: data is
available for use when
it is needed

e
https://www.tnetsecurity.com/
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ISO/IEC 27001 Framework

A.5 Information security policies

A.6 Organization of information security
A.7 Human resource security

A.8 Asset management

A.9 Access control

A.10 Cryptography

A.11 Physical and environmental security
A.12 Operations security

A.13 Communications security

A.14 System acquisition, development and
maintenance

A.15 Supplier relationships

A.16 Information security incident
management

A.17 Information security aspects of
business continuity management

A.18 Compliance

Copyright © 2021 T-NET Co., Ltd.
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ISMS + PIMS s -

Privacy Information

Leadership Management
[Leadership and commitment, Policy, Roles responsibilities and Authorities] System
Context Context of the S
Interested parties } cope Information Security
Org. .,

/ \ Control

Nonconformity and |

<— . . .
corrective action I Address risks and opportunities _[:Informatlon Security Risk
mprovement — ' '
_ P ISMS, + PIMS Objectives Privacy Risk
Continual I
. -« The organization shall
improvement
establish, implement, maintain Information Security
L and continually improvement —>
Monitoring, Control for PIll Controller
measurement,
analysis & evaluation —» Operational planning and control : :
Information Security
: —>
Internal Audit +—> Information security risk assessment Control for PIl Processor
Management Review —» Information security risk treatment
C Support

https://www.tnetsecurity.com/ Copyright © 2021 T-NET Co., Ltd.




Requirements

|REContext of the
organization

Performance evaluation

2. Leadership
3.

4. Support
5. Operation
6.

7.

Physical and
environmental security
8. Improvement

B

https://www.tnetsecurity.com/

©®NOOUV A WN -

o

1.

12.

13.

14.
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ISMS + PIMS

Information Security Control

Information security policies
Organization of information security|

Human resource security|

Asset management

Access control

Cryptography|

Physical and environmental security,

Operations security
Communications security|

BISystems acquisition, development

and maintenance
Supplier relationships
Information security incident

Information security aspects of
business continuity management

Compliance

Good Governance

Information Security Control
for PIl Controller

1. Conditions for collection and
processing
2. Obligations to Pl principals

3. Privacy by design and privacy
by default

4. PIl sharing, transfer, and
disclosure

Information Security Control

for PIl Processor

Conditions for collection
and processing
Obligations to PIi
principals

Privacy by design and
privacy by default

PIl sharing, transfer, and
disclosure

yeNadDMKUQIWUIAUUDY ISO/IEC 27001:2013 IWD

PII =
personally identifiable
information

fdviivnsAuAsovAUIduEIUUDLIWOVdDKA PIl A
pwIGSUWAaNs:nuMNMIsUs:auadoya Pl

] = donuzUNIWUIAYDY ISO/IEC 27002 dKSUAIUALTDYA Pl
[ |

na:aKSuUs:udawadoya Pl
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NIST TINED

NIST Privacy Framework:
PRIVACY FRAMEWORK A Tool for Improving Privacy through Enterprise Risk Management
PROFILES (Preliminary Draft) '

; e
= Identify-P o o o g
CORE o | FUNCTIONS | CATEGORIES | |SUBCATEGORIES|
jas Govern-P
f ) — | 5 identify-p | | o
Identify-P — O Protect-P -
| Govern-P |
Govern-P - — |
" ldentlfy-P E— Control-P m . we
Control-P = [ it :
- — Govern-P Communicate-P | ¢ A ¢
Communicate-P w I
= Control-P | Protect-P |
Protect-P |<_’: " |
> < Communicate-P : s _ _
L The Core pjovides an increasingly granular set
Protect-P “of activities and outcomes that enable an
) organizational dialogue about managing privacy
risk
Cybersecurity I Profiles gre a selection of
Risks b = v =Fi™Functions,
IDENTIFY IDENTIFY-P h Categories, and
PROTECT GOVERM-P Subcategories from the
DETECT CONTROL-P T Core that an organization
RESPOMND T ARGET has prioritized to help it
RECOVER manage privacy risk

' L B N N N N N B _§ |
Implementation Tiers iupport communication
=aDout whether an organization has sufficient
processes and resources in place to manage
oot privacy risk and achieve its Target Profile
I 47
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Privacy by design and by default JNED)

Full Functionality
— positive-sum, not zero-sum

©
= 0
Privacy Embedded into Design End-to-End Security §> =
— full lifecycle protection J‘Q
DATA PRU J
» J
Privacy as the Default Setting Visibility & Transparency AND BY L A
— keep it open
(X X J
Proactive not Reactive; Respect for User Privacy
preventative not remedial — keep it user-centric I;{ 88
T T T IR ()
Ref: https://www.coreio.com/gdpr-makes-a-compelling-case-for-privacy-by-design/ Picture by GDPR for developers

e i -
[EI¥
Y i

: 48
https://www.tnetsecurity.com/
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a . o ; J-NET
nsudwvnaziiindayadiuuana (MfvessAIUANTaYAdIUYAAR) UIATY 3T TRED
WINSE S0 IRANATEIYRYadIUYARD W.A. 2562

.. Data Breach laun

- msuwiolagyula N Clj) ’

Suauna @ = A
- . 72 Hours after the Data protection 5 Z
- QUG]IHQ/TUH)GIU’] Data Breach > Notify —— s a @ @
, e e discovery of a breach Authorities (DPA) o
- dolllrysunlunnad
- aUnsninoumdInos
arunensennvlug
- unlvdoyalaglilasu
auIA l | | | '
- luiidayaldonu The number of The measures to The categories if  The measures taken to The
records exposed mitigate its possible data breached address the data consequences of
adverse effects breach the data breach
-
Data Breach Notification 0 A

High risk to consumer

Data Subject Alert

rights and freedoms?

49
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| !-NET)

Data Retention/
Archival

anulbununalnu, Uns

dr1sovdoya
TBnlnun3aly)
2 =
est/Response of ’*_
1 3

Data Transfer Data Disposal

(Rules for international transfer) (Msaunasrinany
(Tnmslaudaya4ldenous:ina doya)
nsSely syuuu, 55n1slou)

Ensure Securit Measures

[=] e 3K 50
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. !-NET)

11631 30 - 36

(' Data Subject Right

01

02
03

04

Righf to be |nformed Rigm to Erusure

ansivzlasunmsudalingiu avislunisvelviau wsevihanedeyadiuynaa
Rigm to Wi’rhdmw Consen’r

AnsluniswinoeuALIUgaw

Rignt of Access

anslunisverthdsdeyadiuynaa

Rignt to Data Portability 07 Right to Restrict Processing

anslunislasuuazloumedoya Avslunisvesziunisldveua

Right to Object 08 Right of Rectification

= o @ i = 2s =
ﬁ‘ﬂﬁiuﬂq5@@ﬂ?ﬂﬂrﬁLﬂU'§'}Ui'}3\| 6[."?1 138 ﬁw%ma‘lﬁuﬁ’lﬁuﬁau‘la

Uaedayadiuunna
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anglunislnsunaevaya (Right to be Informed)

Privacy Notice s18asisanvaIUsTInATde o ATINDY
UNNSNSALY

szeziranlunisiaiudoya saunevaninael
e
NauluANNYNUNEVTHEYEYN
1Y L%
W ERTRHGIANTRE

N15US2UaNad R LULR

>
>
>
> 9
>
>
>

s F.
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An3wnnevaya (Right of Access)

NUIHB5U589IN15USZUaNE

o v 1 -y} < [V} = (Y 4
dunvayadiuunna 53821981 lUNFIANUVBYATINDIVANLN ]
Nl
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UayaLNULAN
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mgUszasALasgIun1sUTEUIaNa
Useunnvayainly

D Anslun1ssasiseudedtineu
udayadiuynna

>
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dnglunsleudaya (Right to Data Portability)

Inferred or derived data

Technical feasibility

Without hindrance

54
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ansAnAIuN1sUISEUIana (Right to Object)

Aa c
[msmmmw‘uma (GURGIERID) J

N13UTEUIANARIUNTTNAVDIFY ioyszlomianmios

dunsdufiunisredivesdeya

Uszlevillngvauvaadrvesdoyavizoynnadu

NUITY a8A UszIRA1EAT IR
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DD

n3auvaya (Right to Erasure)

lWaN W lUNTLLERNIDDN

UAUANUNYNUNEATUA
N15N3V0933

e @dF UseiRaans annaneine

nslgansaung ey
o & ~ &
FuduianIsnmng
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An3sz3un1sUszuiana (Right to Restriction)

fevoyanandIngm

inlvdayatdauladle

noudeyasananyiulerding
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. !-NET)

ANSIN82999NUN5USZUIANAD H LULA

(Right related to automated decision-making including profiling)

U93a IDAITUNNHUUAFNNE

JaanululiiinauRanain wsoonh

-: :r _-.'ll'-: £
O e 58
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. !-NET)

ansunludayaliignas (Right to Rectification)

s¥qUNIsUsEUIaNa
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| !-NET)

Data Retention/
Archival

anulbununalnu, Uns

dr1sovdoya
I5hlnun3oly)
2 4q
est/Response of Request) | |
1 3

Data Transfer

Data Disposal

(Rules for international transfer) (Msaunasrinany

(Tnmslaudaya4ldenous:ina

doya)
nsSely syuuu, 55n1slou)

Ensure Securit Measures
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Data Processing Agreement

To what extent personal data will be processed and what if there is an accident?

|/‘M Data controller

E Processing only if «~ 1 . Inthe case of _
instructed ﬂ security incident

\é Prompt notification
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dw’%aiau%’agadfauqﬂﬂﬁlﬂé’ﬂﬁhﬂﬂﬁgu/lﬂ JNED
(Cross-border Data Transfer)

> Adequacy Decision (410151 28 793A 1) Adequacy Decision (European
> Appropriate Safeguards Commission) [25 February 2022] Andorra,

Argentina, Canada (commercial organizations), Faroe
Islands, Guernsey, Israel, Isle of Man, Japan, Jersey,
Binding corporate rules (1) New Zealand, Switzerland, Uruguay, the United

> Derogations Kingdoms, South Korea

Legal claim (1) Iﬂ"l I*I +
Explicit consent (2)

Necessary for pre-contractual measures (3)

Legal binding instrument between public authorities (1)

Necessary for data subject’s interest (4)

Vital interest (5)

Important Public Interest (6)

_ AN
inding Corporate Rules (BCRs) lundnasiligsAatuaia (Intra-Group Companies)
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Data Retention/
Archival

anulbununalnu, Uns

dr1sovdoya
I5hlnun3oly)
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est/Response of Request) | |
1 3

Data Transfer Data Disposal

(Rules for international transfer) (Msaunasrinany
(Tnmslaudaya4ldenous:ina doya)
nsSely syuuu, 55n1slou)

Ensure Securit Measures
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“The best way to reduce the amount of data... delete it.”

PrivacyNote
A 17 wwau a1 06:52 U. - A

"The best way to reduce the amount of data --
delete it."
- Sheila Childs, Research Vice President, Gartner
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E

MD0810 Data Retention Policy

DATA

PROTECTION

Guidelines on the retentic

UAS

Introduction

‘Why do we need a data retention policy?

We need to comply with the requirement of the General Data Protection Regulat
personal data is not kept for longer than necessary. If we retain personal data for
we need to, we will also breach the requirement that personal data must be reley
limited to what is necessary to meet our purposes.

We need to keep data for as long as it is required to meet operational purposes o
organisational archiving relating to scientific, historical research or statistical purg
We need to make best use of storage space, both physical and digital.

Scope

This guidance seeks to provide indicative guidance for those responsible for man:
student records and student administration. [t covers the main corporate system
5ITS, CMI5, G5R, OXCORT, D'WH, and local Access databases, Excel spreadshests,
paper, for example, interview scores held locally in a departmental database.
Data extracted from master systems and stored in local drives or email should be
after use to aveoid unnecessary duplication, and to ensure data is not held for any
necessary.

Excluded: Retention guidelines for maintaining transactional records, for example
of requests for transcripts.

Retention perieds

The master copy of data should not be deleted before the expiry of the retention
Supplementary copies (e.g. Excel downloads, or working files) should be deleted |
retention peried if they no longer serve a purpese. Careful consideration should b
to whether supplementary copies of data should be held or could be destroyed.

When the retention peried is reached, the data should be destroyed as soon as pi

and in 2@ secure manner.
Issued by Student Registry
September 2021

Copyright © 2021 T-NET Co., Ltd.

-NET

University of Oxford: Guidelines on the retention of student data and records September 2021
AB.2 | Application information on application | departmental decisions, offers Paper copies in End of the admissions cycle in which | Departments
decisions decisions {local administration) departments, local apphed plus one year for full records.
(departments): electronic records for Permanent: anonymised skeleton
unsuccessful distribution and storage | records without supporting
candidates; (PDF, Excel and Word) documentation.
successful
candidates who
! _| don't enrol
A7.1 | Datain application | Data saved to enable previous qualifications, previous SITS & eVision, paper Current admissions cycle + 1 year for | GAR
system: Application | applicants to continue with | education, supporting statements, | copies in central teams full records.
for postgraduate their application references, personal data covered
coursas not under Person (section F).
| submitted
| Data for Information to enable previous qualifications, previous Paper copies in colleges, | Current admissions cycle + 1 year for | Colleges
application for applicants to complete their | education, supporting statements, | local electronic records | full records.
postgraduate application if submitted references, personal data covered | for distribution and
coursas not under Person {section F). storage (PDF, Excel and
submitted Wword)
— (colleges)
).7.3 Data for Information to enable previous qualifications, previous Paper copies in Current admissions cycle < 1 year for | Departments
‘ applications for applicants to complete their | education, supporting statements, | departments, local full records.
postgraduate application if submitted references, personal data covered | electroni records for
coursas not under Person {section F). distribution and storage
submitted (PDF, Excel and Word)
| (departments)
~ | Datain Information to enable Name, course applied to, other Online surveys (formerly | End of the admissions cycle in which | GAR
applications for survey invitations to be sent | institutions applied to BOS), Excel apphied plus one year for full records.
postgraduate to applicants, information Permanent: anonymised skeleton
courses: All records | received in survey records without supporting
responses documentation.
68
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Workflow Privacy Guideline
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(Guideline on Personal Data Protection for Thai Banks)

https://www.tba.or.th/wp-content/uploads/2021/04/Guideline-on-Personal-Data-Protection-for-Thai-Banks-final-Version-MS-TH-28042021-
%E0%B8%AA%EN%B8%B5%E0%B8%9I9%EN%BI%89%E0%B8%B3%E0%BI%80%E0%B8%87%E0%B8%BA%EN%B8Y%I9.pdf
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Complete guide to GDPR compliance
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