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GAUNUOUDDUU Senior IT Security Specialist
Uv. n-1ia 9110

Tuus:=nnd, o6UnS (CERTIFICATE)

CISA (Certified Information Systems Auditor)

EXIN Privacy and Data Protection Foundation

EXIN Information Security Foundation based on ISO/IEC 27001
ISO/IEC 27701, PIMS Implementer

ISO/IEC 27001 ISMS Lead Auditor

ISO/IEC 20000 SMS Lead Auditor

ISO/IEC 22301 BCMS Lead Auditor

CompTIA Security +
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Cyber attack between Russia and Ukraine
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THE CYBER KILL CHAIN

DELIVERY

HARVESTING EMAIL
DELIVERING WEAPONIZED

ADDRESS, CONFERENCE INSTALLING MALWARE

BUNDLE TO THE VICTIM VIA
EMAIL, WEB, USB, ETC.

INFORMATION, ETC.

WEAPONIZATION EXPLOITATION

COUPLING EXPLOIT WITH EXPLOITING A
BACKDOOR INTO VULNERABILITY TO EXECUTE
DELIVERABLE PAYLOAD CODE ON VICTIM'S SYSTEM

T-NET Co.,Ltd. www.tnetsecurity.com

ON THE ASSET

ACTION ON OBJECTIVES

WITH ‘HANDS ON KEYBOARD’
ACCESS, INTRUDERS ACCOMPLISH
THEIR ORIGINAL GOAL

COMMAND CHANNEL FOR
REMOTE MANIPULATION OF
VICTIM




AIS UpVADUWILARSWUNVIUQNLTN OASIOWUTDYAanA1Sd 1uau
s18 gaurludaoslu Dark Web

T-NET Co.,Ltd.

AlS

wlaien uds wuildazdiatayagliuing uncldmidumauiledouteouds Tanli

nenuivrruuinnaruleeadsussmesuiliugsia

o wisien Fawda Wawiaazgidws ngugndialy wwleien

nWi

www.tnetsecurity.com

Tatlosuarlseeuiuiaiauwaiu wu Hino uay Daihatsu sasnaadianisuanludilu vag
- = - 4 P =
fnnatassianilegniaalbuas

Sl us¥vnNgniaudda Kojima Industries Corp tflutwwanaaassialnailvduasaiaias vin
TOYOT. minindndudiudidansatinduariudnumaiadn manauhoTaudlagdoiawsignunms
dua uarauildeliannsafuduisuidafiasanuisniasvunasiomuaiasiudaum
anan vinlvinauilissuuaawinnasuas Kojima Lﬁaumaﬂa:qaﬁmrw‘imiur—h’m‘lai’ wavhidnsauaiitnasnisyinonu
yaAzavAInslatay

Taloitseoiludnionua 14 wve fiaunda 1 Tu 3 aa0Tlssuvsian mMsnaaaunsHanuEayiunssny

saousIuavdssuial 13,000 au

-yl - .~ - . - - - -
frimnnasamnssuaususidumiiasnandauitounnanuuanmsalilmauaau msnaadansuaasuining
wuiniavinwlaumsousellandu

v - Fox19, Reuters, Wall Street Journal




[ ol s L] ar > > - ar bl J
avInen g Aa nudana tamiasilszrngu vaaannszui mytcas.com ain 23,000 [waa: ilszmdann swansysai] ausinvnarayasdsuadibavazlsengnina ain
AT 16 auans pNAATENI a1 Ina

ARl bR H}] T LEmboowivnodnass vuaSuduiRenuniTan s 2y s e i
dayatusduuyiva SQL naeminn
5GB n21 16 arusianis ssuiunanda

o - . Inanimate vuuuasa Raidforums asune
JHHTUTIALWTTUTAL LAavILInLaL TuTTHU VURT IR LFIMENUIEAa WU £
T

vyasnsTnsRNEsTaIulsunalng aua 3

TCAS

M 5 Auanau 2021 Msnuin

- v - v al = .~ k X ~ - -

dayalstnaueis Jarlia Mad tuasing minowydsEananldsyznuu e Balsaneiua

wrnlseana? sianldsyuuisoneua wardug teeaszaiusianvias 500 aaaans wsa
517 16,300 vvuvinilu (wastudusiawidxtdasIuusn)

! wclum_test agl f & plgagl ! o bilagl

P
I

I CE LG DATS 10O o MU BER THAL ARD 738 i com
= iy EELE W

-
[ LT AT Vi Ul HUEHE TH | ey s | i

’

plh_ssatacg

! ol ag

P ornparnd syl

=y
A
&
.
hA

e a b b g

b an et sl

! o plenary
F a»

! ivod guaktyag

! focd_quekty sextasy

DEEEEE EE R R R R
DB E R R R R R R R R

DR R R EEREE R R R

330 30 58 5 34 -

T-NET Co.,Ltd. www.tnetsecurity.com #s: Raidforums



¢
I’SO‘W mmammysm

T-NET Co.,Ltd. www.tnetsecurity.com

UszmAlssweruiawesysal auui 1
wpnsanaameleiuaflsmeuiamesysal

Tsmeruasysafldivrsnunmadseniamefioyavesdsmeuiameiyseily Intemet Tudufl 5 Ausieu 2564
1 13,30 w. vu7a 3.75 GB $7uu 16 §1u records angrudiayn $1au 146 grudeyn Tusian 500 ifugewigenim

: . S o ¥
Tsovwunawesysal Wduduiiunsaseseulngdu Tnviinsdasmuznssumaudlvtdymanazanaums Cyber
L ¥ v < voa . - da X da ‘
TuRaus 5 Aueiwu 2564 10 14.00 ¥, INeRsTIREBUTAYTSwasl lluA IEuEmNAYY Jayainnswsuns

- J - - - :
u internet usnsfayamlvuasyszvuinniuuing waadwimuedu

Tususumilsmennaldsniiuntndunsdifia intemet 3nmpusn assssurmIEBEsrUUme Tl mewa
insesedevaiaasneiulauei ﬂi7aaau5mui§'ﬂ°agﬂs‘fm‘li§umLnaiaq’lus:uu uansRsRdaulinuaudswy
MusruufuRnsiidlunseuainnidtoy uasfivnmImsIsReutuiy -ﬁagaﬁUs:mﬂmuLi}u{agalﬁmﬁuswu?m}s:mw
funudntamenna Sawmdiigua uasmmasunnd dogedyanndn Ju nmflniuinmg Snmsinm
wessdaditon vualildgudayansinn Lillneasfumisaiumsdledounsinmlsn Dudayealuilitiuanse
donsguaine Taus

« foyanetonvsadeudiaslu 10,095 e Wlumsmsessussuursndey
(LitieazBeamiguaine)
- foyanedadiamuanihiniumsing Ussua 7,000 e
» foyarasuvmd ey 13 wdnvaaummddinm 39 51w Weldlumsddagutoys
. iaga'nu"ﬂaéﬂﬁu\uﬂﬁﬂ'ﬂu')mn"ﬂﬁdﬂu’lumsmﬁn 692 7
- doyadiaelsamenunasuny 795 1w
wswing (@oyasdruivaiiluzuniw vuenars uasmsn hidivddeyailvutalva)

nsufleilon
& " - { - - <t
wastu Tsanenaldsuiiuaundone ansssuanudivuazanulsenisveinoimauseinamn
& & X - < -
finsdsdayamanun vallsameunaiissuudisestieyann 1 ¥l Wuunfaguss
- - « ¢ - - v -
wrlsmenaldmiedifernguinausmaluladasaunauaznsieninTensna s IuEY uasseiudfinm
VINENNUANEATTIMIMTINTAMIIUAasRileua iR (Anuy.) waznamsIRIvaRaIATYEiuAL SRy
r y i - . - ~ -~ £ Lo | o
mauddy e liduushusadvivionlumsuiulpssvuraaiiamsdvassmennalivnonis waaiarwiule
Tumstivinsisly mslsmewiamysysaivebudud ssuudagameiunsinwmweviadsnsaldouliung
warusnssumaudlvlgmanzqomums Cyber Wdnliumafungmng uasnsrugisiulgumudmu
R & v & , . Sarudor
wuzigiliifedsniannainsiuanlimetnala q ey venminmiussnATIeN Internet valil sz rulianuibei
» A « # v dao X 9 v
Tumsiuimsbimumnamesysal nebawmuawesysaveaislulgwidist uazesisunsuuasaumdlivasnio

o o v
weguamluninsmeualiRvy

Uszmd o Uit 7 fueneu 2564

10



Bangkok Airways gnugn anaiinsiindetiayasiladusnns

niladaaung U

RIEl
virnwunit v leadsdiasaalldesuians
WAl anuside T sudaTElan

E . e
U T U T anllaIl I Edags

IliiinanssvusaaudasainFsiunsiiu

al . =
WU USEATEIIAU T A2ALaILIEH
THTUNT JUTFLUWAIY

waaanslidlamaisruuingnTaueayd

T-NET Co.,Ltd. www.tnhetsecurity.com 1



® April 5,2022 B Security, Threats Update

Mailchimp 1lazanfuimagnlaudanniuduasnwinoiunialu sonabviudninasauisaiirfedananlv
usAtsanAuazin ldnawme Phishing sa'le

mailchimp

credit : logowik
T-NET Co.,Ltd. www.tnetsecurity.com




oz

THAILAND PASS

There is a problem related to the request,blease download the attachmentland update the
information

Thailand Pass Registration System (for air travel only)

udviGisuWavn:tbguuu Thailand Pass

wdFAoUNaINzLUs U Thailand Pass

wasnziliouuu Thailand Pass 1A wasuuuuaiuniv Tusaod!! adiunseiudonnaludwasnan
S = " = . ' w " - .
iissanibutoyariia B9lildnnanszuu Thailand Pass uazanadsuaromuUanasiuvasioyadiuivasing

Notice;

Applicants on Thailand Pass who have received the following email, DO NOT! scan the QR Code or follow the instructions described. Oonisad Doarent
The email does not come from Thailand Pass, and could compromise the security and privacy of your personal information.

important note. You must open the document from a PC and not from the phone

@

THAILAND PASS

Embassy, Consulate General

T-NET Co.,Ltd. www.tnetsecurity.com




Cyber Security Statistics

43% of all cyber
attacks are aimed at small
businesses.

The global cost of online
crime is expected to
reach $6 trillion by 2021

91% of attacks launch with , 1. siness falls victim to a

a phishing email.

Around 50% of the risk
companies face come by
way of having multiple
security vendors

ransomware attack every
14 seconds.

loT attacks were up by

600% in 2017. In 2019,

the attacks reached 2.9
billion events

38% of malicious
attachments are masked
as one Microsoft Office
type of file or another.

31% of organizations have
experienced cyber attacks
on operational
infrastructure

Companies faced
an average of 22 security
breaches in 2020.

The app stores block over
24,000 malicious mobile
apps each day.




Internet Cafe Shopping Online
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Scan QR Codes
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Wearable Device
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Prime threats

Malware
Cryptojacking Disinformation
Threats Misinformatior
against data

ENISA
7\’]!\ )l\/ l}l,.”; THREAT
Tthreat LANDSCAPE

= bring to Security (CIA) and Privacy Breach

Non-malicious
threats

Email related
threats

Ransomware lhreats against
availability &

integrity

T-NET Co.,Ltd. www.tnetsecurity.com




Data Privacy Risk

e ) d
|dentity theft / {/ Misuse D Spam
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Profiling Tracking
Stalking
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Cybersecurity Privacy
Framework Framework

-NET

https://www.nist.gov/privacy-framework.

i IDENTIFY
| PROTECT

- CONTROL Primary Functions for Managing
Privacy Risk Sources:

I data security loss

TR

INFORM

NS

Bz data security loss & direct
authorized data processing s

direct authorized
m data processing

11570127001
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(User
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Incident response (Technical

Firewalls

procedures and Controls) Antivirus Software

Access logs
training

aA1UuNIS
USH1S960N1S
(Administrative

Controls)

AUNI9NIW 100810

(Physical Controls)

® Preventive controls ® Locks
® Detective controls * CC1TV
® Corrective controls ® Fences

22
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Privacy vs Security D

Privacy

N Security

* Collection of Personal
Information

* Confidentiality:
data being stored
is safe from
unauthorized access
and use

|+ Using and disclosing
personal information in
authorized manner

- Protection
of
personal
informatio

* Dat li
ata quality * Integrity: data is

reliable and accurate
* Access to personal

information

Availability: data is
available for use when
it is needed

e
https://www.tnetsecurity.com/
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Data Storage Data Disclosure
(sUnuumsdainu (p0ANSNIYUDN
IM&onvAIAY) nimsiWawsdoya)
2 q

ponse of Request) | Retention Period |
Data Collection Data Use Access
(Lawful basis, Notice to Personal Data
requirement purpose limitation, (melusoans: lasuno alg
data minimization) nazihnodoya)

Tt Ensure Security Measures
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Data Collection Data Storage Data Disclosure Data Disposal
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anunuldlu CCTV Server fanudnludeaditetaya Tu Juiinfiuva iy
nsalinamaNIIal

e

WHINI/YARBANEUBN MU

Tunun d19n9u
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Incident
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*** FaflaasadunisiiionsAnsazdeedinisussuiana (1N
59U573 19 Wake) Yagadiuynna **

* 519 Data map, Data flow dw3ufianssunaziinisuseananadeyadiuynna

* DPIA Useiliunansenusainvastayadiuyana GisnazsiiusiusldiUawme dunsenuiudingives
Yoyadruunnalvy) Useiliuinagldguluu minsaunsely

® Risk Assessment +Risk Option (Reduce, Accept, Transfer, Avoid) +Budget

® 179 Security Measures (Organizational Measures and Technical Measures) Tuisiag ezl
ASUNIU a19xFadll design SYUUALNLLSaq Data Protection by Design and by Default

* Consult DPO ¥8A1ULHLINN DPO

* |51AINOVINNANTTUTIU

v =S|

waewe YayaiinanuntdesululuifalazauAniudiuyana Ues1enIskulainisdsduniy PDPA
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ISO/IEC 27001 Framework

Annex A

A.5 Information security policies

A.6 Organization of information security
A.7 Human resource security

A.8 Asset management

A.9 Access control

A.10 Cryptography

A.11 Physical and environmental security
A.12 Operations security

A.13 Communications security

A.14 System acquisition, development and
maintenance

A.15 Supplier relationships

A.16 Information security incident
management

A.17 Information security aspects of
business continuity management

A.18 Compliance

Copyright © 2021 T-NET Co., Ltd.
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ISMS + PIMS JINED

Security + Privacy PIMS =
(C-1-A) Privacy Information
Leadership Management
[Leadership and commitment, Policy, Roles responsibilities and Authorities] System
Context Context of the
Interested parties } Scope Information Security
Org. N

/ \ Control

Nonconformity and |

<— . . .
corrective action I Address risks and opportunities _[:Informatlon Security Risk
mprovement — ' '
_ P ISMS, + PIMS Objectives Privacy Risk
Continual I
. -« The organization shall
improvement
establish, implement, maintain Information Security
L and continually improvement —>
Monitoring, Control for PIll Controller
measurement,
analysis & evaluation —» Operational planning and control : :
Information Security
: —>
Internal Audit +—> Information security risk assessment Control for PIl Processor
Management Review —» Information security risk treatment
C Support
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Requirements

|REContext of the
organization

Performance evaluation

2. Leadership
3.

4. Support
5. Operation
6.

7.

Physical and
environmental security
8. Improvement

B

https://www.tnetsecurity.com/
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o

1.

12.

13.

14.
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ISMS + PIMS

Information Security Control

Information security policies
Organization of information security|

Human resource security|

Asset management

Access control

Cryptography|

Physical and environmental security,

Operations security
Communications security|

BISystems acquisition, development

and maintenance
Supplier relationships
Information security incident

Information security aspects of
business continuity management

Compliance

Good Governance

Information Security Control
for PIl Controller

1. Conditions for collection and
processing
2. Obligations to Pl principals

3. Privacy by design and privacy
by default

4. PIl sharing, transfer, and
disclosure

Information Security Control

for PIl Processor

Conditions for collection
and processing
Obligations to PIi
principals

Privacy by design and
privacy by default

PIl sharing, transfer, and
disclosure

yeNadDMKUQIWUIAUUDY ISO/IEC 27001:2013 IWD

PII =
personally identifiable
information

fdviivnsAuAsovAUIduEIUUDLIWOVdDKA PIl A
pwIGSUWAaNs:nuMNMIsUs:auadoya Pl

] = donuzUNIWUIAYDY ISO/IEC 27002 dKSUAIUALTDYA Pl
[ |

na:aKSuUs:udawadoya Pl
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NIST TINED

NIST Privacy Framework:
PRIVACY FRAMEWORK A Tool for Improving Privacy through Enterprise Risk Management
PROFILES (Preliminary Draft) '

; e
= Identify-P o o o g
CORE o | FUNCTIONS | CATEGORIES | |SUBCATEGORIES|
jas Govern-P
f ) — | 5 identify-p | | o
Identify-P — O Protect-P -
| Govern-P |
Govern-P - — |
" ldentlfy-P E— Control-P m . we
Control-P = [ it :
- — Govern-P Communicate-P | ¢ A ¢
Communicate-P w I
= Control-P | Protect-P |
Protect-P |<_’: " |
> < Communicate-P : s _ _
L The Core pjovides an increasingly granular set
Protect-P “of activities and outcomes that enable an
) organizational dialogue about managing privacy
risk
Cybersecurity I Profiles gre a selection of
Risks b = v =Fi™Functions,
IDENTIFY IDENTIFY-P h Categories, and
PROTECT GOVERM-P Subcategories from the
DETECT CONTROL-P T Core that an organization
RESPOMND T ARGET has prioritized to help it
RECOVER manage privacy risk

' L B N N N N N B _§ |
Implementation Tiers iupport communication
=aDout whether an organization has sufficient
processes and resources in place to manage
oot privacy risk and achieve its Target Profile
(=] 31
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NIST

PRIVACY FRAMEWORK

Function

Category

subcategory

IDENTIFY-P (ID-
P): Develop the
organizational
understznding
to manage
privacy risk for
individuals
arising from
data
processing.

Inventory and Mapping [IDIM-P): Datz
processing by systems, products, or services
is understood and informs the manzgement
of privacy risk.

ICLIMA-PL: Systemns,/ products/services that process data are
inventoried.

-NET

IDLIMI-P2: Owniers of opSrators (e.g., the arganization or third parties
such &s service providers, partners, customers, and developers) and
their roles with respact to the systemns,/ products/services and
components (g2, internal or externzl) that process dats are
inventoried.

IDLIM-P3: Categories of indiiduals (e_g., customers, employess or

prospective employees, consumers) whose data are being processed
are inventoried.

IDLIMA-PA: Dats actions of the systems/products/services are
inwentoried.

IDLIM-P5: The purposes for the data actions are inventoried.

ICLIM-PE: Data elements within the data actions are inventoried.

IDLIM-PT: The data processing environment is identified |28,
geographic location, internal, cloud, third partizs].

IDLIM-PE: Dats processing is mapped, illustrating the datz actions and
associated data elements for systems/products/services, including
componsnts; roles of the componsnt owners/operators; and
interactions of individuals or third parties with the
systems/products/services.

Business Environment [ID.BE-P]: The
organization’s mission, objectives,

IDLBE-PL: The organization's rolefs) in the data proceszing
scosystem are identified and communicated.

Copyright © 2021 T-NET Co., Ltd.

Good Governance

Function

Category

Subcategory

stakeholders, and activities are
understood and prieritized; this
infermation is used to inform privacy
roles, responsibilities, and risk
management decisions.

IDLBE-P2: Pricrities for arganizational mission, obhjectives, and
activities are established and communicated.

IDLBE-P3: Systems/products/services that support organizational
priorities are identified and key requirements communicated.

Risk assessment [ID.RA-P): The
organization understands the privacy risks
to individuals and how such privacy risks
may create follow-on impacts on
organizational operations, including
mission, functions, other risk management
priorities (2.g., compliance, financial),
reputation, workforce, and culture.

I.RA-P1: Contextual factors related to the systems/products/services
and the data actions are identified (e.g., individuals” demographics and
privacy interests or perceptions, data sensitivity and/or types, visibility
of data processing to individuals and third parties).

IDLRA-P2: Data analytic inputs and outputs are identified and
evaluzted for bias.

IDLRA-P3: Potential problematic data actions and associated problems
are identified.

IDLRA-PA: Froblamatic data actions, likelihoods, and impacts are
used to determine and prigritize risk.

ID.RA-PS: Risk responses are identified, prioritized, and
implemented.

Data Processing Ecosystem Risk
Management [ID.DE-P): The
organization’s priorities, constraints, risk
tolerance, and assumptions are
established and us=d to support risk
decisions associgted with managing
privacy rizk and third parties within the
data processing ecosystemn. The
organization has established and
implemented the processes to identify,
assess, and manage privacy risks within
the data processing ecosystem.

IDLDE-P1: Data processing ecosystem risk management policies,
processas, and procedures are identified, established, asssszed,
managed, and agreed to by organizational stakeholders.

IDLDE-P2: Data processing ecosystem parties (e.g., service
providers, customers, partners, product manufacturers, application
developers) are identified, prioritized, and assessed using a privacy
risk assessment process.

IDLDE-P3: Contracts with data processing ecosystem parties are
used to implement appropriate measures designed to meet the
objectives of an organization's privacy program.

IDLDE-P4: Interoperability frameworks or similar multi-party
approaches are used to manage data processing ecosystem privacy
risks.
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PRIVACY FRAMEWORK

GOVERN

-NET

Function

Category

subcategory

Function category

Subcategory

IDLDE-P5: Data processing ecosystem parties are routinely assessed
using audits, test results, or other forms of evaluations to confirm
they are mesting their contractual, interoperability framework, or
other obligations.

GOVERN-P [GV-F):
Develop and
implement the
organizational
govVErnance
structure to
enable an ongoing
understanding of
the organization's
risk manzgement
priorities that

are informed by
privacy risk.

Governance Policies, Processes, and
Procedures [GW.PO-P): The policies,
processes, and procedures to manage and
monitor the organization's regulatory,
legal, risk, environmental, and cperational
reguirements are understood and inform
the management of privacy risk.

GV.PO-P1: Organizational privacy values and policies (2.g.,
conditions on data processing such as data uses or retention
periods, individuals' prerogatives with respect to data processing)
are established and communicated.

GV.PO-P2: Processes to instill organizational privacy values within
systemy/product/service development and operations are established
and in placs.

GV.PO-P3: Roles and responsibilities for the workforce are
established with respect to privacy.

GV.PO-P4: Privacy roles and responsibilities are coordinated and
aligned with third-party stakeholbders (e.g., service providers,
customers, partners).

GV.PO-P5: Legal, regulatory, and contractual requirements
regarding privacy are understood and manzged.

GV.PO-PE: Governance and rizk manzgement policies, processes,
and procedures address privacy risks.

Risk Management Strategy |GV.RM-P):
The arganization's pricrities, constraints,
risk tolerances, and essumptions are
established and used to support
operational risk decisions.

GV.RM-P1: Risk manzgement processes are established, managed,
and agreed to by organizational stakeholders.

GV.RM-PZ: Organizational risk tolerance is determined and clearly
expressed.

GV.RM-P3: The arganization's determination of risk tolerance is
informead by its role(s) in the data processing ecosystem.

Awareness and Training [GV.AT-P): The
organization’s workforce and third parties
engaged in data processing are provided
privacy awaremess education and are
trained to perfiorm their privacy-related
duties and responsibilities consistent with

GV.AT-PL: The workforce is informed and trained on its roles and
responsibilities.

GV.AT-P2: Senior executives understand their roles and
responsibilities.

GV.AT-P3: Privacy personnel understand their roles and
responsibilities.

related policies, processes, procedures,
and agreements and organizational
privacy values.

GV.AT-P4: Third parties (e_g., service providers, customers,
partners) understand their roles and responsibilities.

Monitoring and Review [GV.MT-F): The
policies, processes, and procedures for
ongaing review of the organization's privacy
posture are understood and inform the
management of privacy risk.

CONTROL

GV.MT-PL: Privacy risk is re-evaluated on an ongoing basis and as key
factors, including the organization’s business enviranment |2.g.,
introduction of new technologies), gowernance (2.g., legal abligations,
risk tolerance), data processing, and systems,/products,/services
change.

GV.MT-P2: Privacy values, policies, and training are exiewsd and any
updates are communicated.

GV.MT-P3: Policies, processes, and procedures for assessing
compliance with legal requirements and privacy policies are
established and in place.

GV.MT-P4: Policies, processes, and procedures for communicating
progress on managing privacy risks are established and in place.

GV.MT-P5: Policies, processes, and procedures are estaklished and in
place to receive, analyze, and respond to problematic data actions
disclosed to the organization from internal and external sources (e.g.,
internal discovery, privacy researchers, professional events).

GV.MT-P&: Policies, processes, and procedurss incarporate lessons
learned from problematic data actions.

GV.MT-P7: Policies, processes, and procedures for receiving, tracking,
and responding to complaints, concerns, and questions from
individuals about organizational privacy practices are established and
in place.

COMNTROL-P [CT-
P): Develop and
implement
appropriate
activities 1o enable
organizations or
individuals to
manage data with

Data Processing Policies, Processes, and
Procedures [CT.PO-P): Policies, processes,
and procedures are maintained and used to
manage data processing {e.g., purpose,
scope, roles and responsibilities in the data
processing ecosystem, and management
commitment) consistent with the

CT.PO-PL: Policies, processes, and procedures for authorizing data
processing (2.g., organizational decisions, individuzl consent), revoking
guthorizations, and maintaining authorizations are establizshed and in
placs.

CT.PD-P2: Policies, processes, and procedures for enabling data
review, transfer, sharing or disclosure, alteration, and deletion are
established and in place (e.g., to maintain data quality, manage data
retention).

97999 https://www.nist.gov/system/files/documents/2021/05/05/NIST-Privacy-Framework-V1.0-Core-PDF.pdf
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PRIVACY FRAMEWORK

COMMUNICATE

Function Category subcategory Function Category Subcategory

sufficiant organization’s risk stratsgy to protect CT.PO-P3: Policies, processes, 2nd procedures for enabling individuzls' COMMUMICATE-P | Communication Policies, Processes, and CM.PO-PL: Transparency policies, processes, and procedures for
granularity to individuals' privacy. data processing preferences and requests are established and in place [cM-P): Develop Procedures [CM.PO-P): Policies, processes, communicating data processing purposes, practices, and associated
manzge privacy CT.PO-PA: A datz life oycle to manage datz is zlignad and and implement and procedures are maintained and used to privacy risks are established and in place.

risks. implemented with the system devslopment life cycle to manage appropriate increase transparency of the organization’s CM.PO-P2: Roles and responsibilities (e.g., public relations] for

systems.

Data Processing Management [CT.DM-P):
Data are managed consistent with the

CT.DM-PF1: Data elements can be accessed for review.

CT.DM-P2: Data elements can be accessed for transmission or

activities to enable
organizations and
individuals to have

data processing practices (e.g., purpose,
scope, reles and responsibilities in the data
processing ecosystem, and management

communicating data processing purposes, practices, and associated
privacy risks are established.

organization’s risk stratsgy to protect disclosura. a reliable commitment]) and associated privacy risks.

individuals' privacy, increase manasgeability, | CT.DM-P3: Data elements can be accessed for alteration. understanding and | Data Processing Awareness [CMLAW-P): CML.AW-P1: Mechanisms [e.g., notices, internal or public reports) for
and =nzble the implementation of privacy CT.DM-Fa- Data elements can be accassad for deletion. EnEsgein a Individuzls and organizations have reliable communicating data processing purposes, practices, associated privacy
principles (e.g., individual participation, data [ CT.DM-P5: O3tz are destroyed according to policy. E dialogue about knowl Edg!a about .data p.rucessing E-ract.'i Ces risks, and options for en.a bling in d.i'.liduals’ data processing preferences
quality, data minimization). CT.DM-P6- Data are ransmitied Using standardized farmats. how data are and associated privacy risks, and effective and requests are established and in place.

CT.DM-PT: hechanisms for transmitting processing permissions and
related data values with data elements are established and in place.

CT.DM-PE: Audit/log records are determined, documented,
implemented, and reviewed in accordance with pelicy and
incorporating the principle of data minimization.

CT.DM-P9: Technical measures implementad to manage data
processing are tested and assessed.

CT.DM-P10: Stakeholder privacy preferences are included in
algorithmic design objectives and outputs are evaluated against
thass preferences.

Disassociated Processing (CT.DP-P): Data
processing solutions increase disassociability
consistent with the organization’s risk
strategy to protect individuals” privacy and
enable implementation of privacy principles
[e.g., data minimization).

CT.DP-P1: Data are processed to limit observability and Jinkakility (2.g.,
data actions take place on local devices, privacy-preserving
cryptography).

CT.DP-P2: Data are processed to limit the identification of individuals
[e.g., de-identification privacy techniques, tokenization).

CT.DP-P3: Data are processed to limit the formulation of inferences
about individuals' behavior or activities (e_g., data processing is
decentralized, distributed architectures).

CT.DP-P4: System or device configurations permit selective collection
or disclosure of data elements.

CT.DP-P5: Attribute references are substituted for attribute values.

O] "ﬂif:
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processed and
associated privacy
risks.

mechanisms are used and maintained to
increase predictability consistent with the
organization’s risk strategy to protect
individuals' privacy.

PROTECT

CMLAW-P2: Mechanisms for obtaining feedback from individuals |e.g.,
surveys or focus groups) about data processing and associated privacy
risks are established and in place.

CMLAW-P3: Systemn/product/service design enables data processing
wizibility.

CML.AW-PA: Records of data disclosures and sharing are maintained
and can be accessed for review or transmission/disclosure.

CM.AW-PS5: Data corrections or deletions can be communicated to
individuals or organizations (e.g., data sources) in the data processing
=Cosystam.

CM.AW-PE: Data provenance and lineage are maintained and can be
accessed for review or transmission/disclosure.

CML.AW-PT: Impacted individuals and arganizations are notified about
a privacy breach or event.

CMLAW-PE: Individuals are provided with mitigation mechanisms (2.g.,
credit manitoring, consent withdrawal, data alteration or deletion) to
address impacts of problematic data actions.

PROTECT-P
[PR-P): Develop
and implement

Data Protection Policies, Processes, and
Procedures [PR.PO-P): Security and
privacy policies (e.g., purpose, scope, rokes

PR.PO-P1: & baseline configuration of information technology is
created and maintzined incorporating security principles |2.g.,
concept of least functionality).

97999 https://www.nist.gov/system/files/documents/2021/05/05/NIST-Privacy-Framework-V1.0-Core-PDF.pdf
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Function Category Subcategory Function Category Subcategory

appropriate and responsibilities in the data processing PR.PO-P2: Configuration change control processes are established organization’s risk strategy to protect PR.DS-P3: Systems/products,/services and associzted data are
data processing eCosystem, and management and in place. individuals' privacy and maintain data formally manazed throughout remioval, transfers, and disposition.
safeguards. commitment], processes, and proceduras PR.PO-P3: Backups of information are conducted, maintained, and confidentiality, integrity, and availability. PR.D5-P4: Adequate capacity to ensure availability is maintained.

are maintained and used to manage the
protection of data.

tested.

PR.PO-P4: Policy and regulations regarding the physical operating
environment for organizational assets are met.

PR.PO-P5: Protection processes are improved.

PR.PO-P&: Effectiveness of protection technaologies is shared.

PR.PO-PT: Response plans {(Incident Response and Business
Continuity) and recovery plans (Incident Recovery and Disaster
Recovery) are established, in place, and managed.

PR.PO-PE: Response and recovery plans are tested.

PR.PO-P3: Privacy procedures are included in human resources
practices (2.g., deprovisioning, personnel screning).

PR.PO-PLO: & vulnerability management plan is developed and
implemented.

Identity Management, Authentication,
and Access Control [PR.AC-P): Access to
data and devices is limited to authorized
individuals, processes, and dewvices, and is
managed consistent with the assessed risk
of unauthorized access.

PR.AC-PL: Identities and credentials are issued, managed, verified,
revoked, and audited for authorized individuals, processes, and
devices.

PR.AC-P2: Physical access to data and devices is manzged.

PR.AC-P3: Remote acoess is managed.

PR.AC-PA: Access permissions and authorizations are managed,
incorporating the principles of least privilege and separation of
duties.

PR.D5-P5: Protections against data leaks are implemented.

PR.D5-P&: Integrity checking mechanizms are used to verify
software, firmware, and information integrity.

PR.D5-P7: The development and testing environment(s) are
separate from the production environmenit.

PR.D5-P8: Integrity checking mechanizms are used to verify
hardware integrity.

Maintenance [PR.MA-P): System
maintenance and repairs are performad
consistent with policies, processes, and
procedures.

PR.MA-P1: Maintenance and repair of organizational assets are
performed and logged, with approved and controlled tools.

PR.MA-PZ: Remote maintenance of orgenizational assets is
approved, logzed, and performed in @ manner that prevents
unauthorized access.

Protective Technology (PR.PT-R):
Technical security solutions are managed
to ensure the security and resilience of
systems/products/services and associated
data, consistent with related policies,
processes, procedures, and agreements.

PR.PT-P1: Removable media is protectad and its use restricted
according to policy.

PR.PT-P2: The principle of lzast functionality is incorporated by
configuring systems to provide only essential capabilities.

PR.PT-P3: Communications and control networks are protected.

PR.PT-P4: Mechanisms [e.g., failsafe, load balancing, hot swap] are
implemented to achieve resilience requirements in normal and
adwerse sibuations.

PR.AC-P5: Metwork integrity is protected (e.g., netwark
segregation, network segmentation).

PR.AC-PE: Individuals and devices are proofed and bound to
credentials, and authenticated commensurate with the risk of the
transaction (e.g., individuals® security and privacy risks and other
organizational risks).

Data Security (PR.D5-P): Data are
managed consistent with the

PR.D5-PL: Data-at-rest are protecied.

PR.DS-P2: Data-in-transit are protected.

https://www.tnetsecurity.com
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Privacy by design and by default JNED)

Full Functionality
— positive-sum, not zero-sum

©
= 0
Privacy Embedded into Design End-to-End Security §> =
— full lifecycle protection J‘Q
DATA PRU J
» J
Privacy as the Default Setting Visibility & Transparency AND BY L A
— keep it open
(X X J
Proactive not Reactive; Respect for User Privacy
preventative not remedial — keep it user-centric I;{ 88
T T T IR ()
Ref: https://www.coreio.com/gdpr-makes-a-compelling-case-for-privacy-by-design/ Picture by GDPR for developers
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STRIDE Model

$poofing Pretending to be someone else Authentication
(nsdaaulag)

Tampering Changing data to be inaccurate Integrity
(Msud e Wasuwlag) controls
Repudiation Denying that you did a thing you did Accountability
(n917jian) controls
Information Disclosure Reveadling information that should not be Confidentiality
(NM9iawe) otherwise accessible controls

Denial of Service Trying to stop someone else from using a system Availability
(mMarfiasnisliiiisnig) controls
Elevation of Privilege Trying to get a higher level of access than you  Authorization
(N3iaaUIZALANE) are currently assigned controls

YR

? 37
https://www.tnetsecurity.com/
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An effective privacy program that includes:

¢ Prvacy ENEHRERER =n: SISO

® Written policies and procedures.

® Roles and responsibilities.

° - and - of employees.

® Monitoring and auditing.

® Information security -

® Incident response plans.

91989 1ONaNT W.3.U. AuATEIUaYAdLyAna dmSuRnIIadeu (PDPA for Auditors)

38
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TRED
PDPA Security Checklist

ulaniua DPO &11suntiaduvinunalnaa‘lu

vihuleiinviua R&R (Role & Responsibility) &1
DPO itiatau (luarudnwaldnus wialy vinu
i7ula’1 DPO iMNg ANURINNTA LREIWaTIRY

UHTAMNADANUA ANN.5.1. ANATAIUAURRIU

UAARIA L3

39
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PDPA Security Checklist

vihulaldnisdsziues "dayasruunaa” (Personal data
label) 13luianansviilu Hard copy w3avin Watermark 13
Tu File tanasvitilu Soft file w3a 'l

vhuzi'\ﬁg‘lﬁwﬁfﬂmm?‘ivlm”%naucy'm

windunansalad Thumb drive /

External Hard disk unladduia3av
ARNNILARTURYAIANTINID U

WAsNI5TUNIS
muﬁuiﬂ;.rmn'\ﬂmﬂ%aoﬁuﬁ ﬂﬂﬂa\ﬂj’aua“n\lﬂa
nianunda’li

vihulaldnisiainsia wda
SWRKHIUTA LTINS
fAARAIAUIEAU
ANURAYUDIABYR
1 'lu

wwuﬁuiumuﬂaoﬁ’uﬁanua%’a“luq .
(Data leak protection) Mdszn1aTdnIng
a9AnNInIa 'l

2,

Good Governance

Copyright © 2021 T-NET Co., Ltd.

rinulavinnnsiansa uaa 1a Password fiayagiuuama
axaaIaIluNTIaLAL waznsRIayanialy

vinudiulauna BYOD (Bring your own device) Tunisaiuquaistad
Juaiasaiiilaudne’la (Portable computing device)
nidsgnaldninvasansnaa’lii

vihrudiulaunanisianswa (Encryption policy) AfMUANIATFIY /
Algorithm dhuiuasrnsidsenaldninvasensnaa‘li

vinudulaune Data classification MiituassAuausAtyuaY
AayAURENITAILANNGDINITLULGREIE AUt ayanUszA 1@ TN
agAnsuIalu
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Secret Key Secret Key
Secure Channel

vV

o ->

m Ciphertext

Plaintext Bl
. . . . enaer R g
Symmetric Encryption - S eceiver

& A A
tove |y KLy mee oy B | Lo Symmetric Cryptography

you

Ovles=
granny o TaYm o granny

Pan Tea Ercrption Ciavir Tet Dryplee Man Text

rgerthn Acritar

L N

Shatad Ky

41
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Services v Resource Groups v * ! rion Consulting ~ Global ~ Support ~

Amazon 83 >  s3-encryption-walkthrough

»
Overview Permissions Management

Q. Type a prefix and press Enter to search. Press ESC to clear. Change encryptlon
1 Objects

&, Upload + Create folder ‘ Download ‘ Actions ~ O None

@ AES-256

[] Name~

[ objectt

[ [9 object2

Cancel

@ Feedback @ English (US) : Privacy Policy Terms

42
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File Message Insert  Options Format Text Review Developer
8]
I b ’
Aa Hﬁmrs <1): j @ E\ E’ ] Request a Deliv
A |Fonts ~
Themes Page From Lise Voting
Ri
= [@|Effects - Calor ~ = Buttons ~ L] Request a Read Hello World 1w » s 2
Themes Show Fields Set permission on this item

_ S ns y ) ey ¥ sy .'I ‘
Encrypt-Cnly ¢ .

To
E"‘ Do Mot Forward

Send ce Confidential \ All Employees Message Encryption by Microsoft Office 365

Contoso - Customer Ready

Beoe ~
Highly Confidential ' All Employees

mffi haz s2nt you an encrypted
message

ﬁ"‘nﬁlﬂ InpludonTe §5

Bl Colors ~ @ ﬁ ﬁ ] T—

Themes @Fonts: Wi Bce wsHREaY

v @t 3 - . thy

Themes wEmar R T Tp—

sarm sbout meiaages prctested by O om 265 Nenaage Erenetion
b bkt D) IR AT A apry Smtemene
1
E" Tepfesmime

Send Ce Aharmaiiu | wdnnwtoaam
r Moaorasoft

Contoso ~arivefen

b1 T B TG AR e S PR R LT
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Add to Archive

Archive:
File.zip - D
Archive format: zip - Update made:
[Add and replace files V]
N S—
Options
B et ol Create SFX archive
ot e o
Solid Block size: Enter password:
Number of CPU threads: /8
Reenter password:
Memary usage for Compressing: 255 MB i
Memory usage for Decompressing: 2MB [ Show Password
Spiit to volumes, bytes: Encryption method: AES-256
-
Parameters:
0K | [ Coced | [ He |
E = — =

Copyright © 2021 T-NET Co., Ltd.

Good Governance

B Enter password

Archiving with password

Enter password

Reenter password for verification

|:| Show password
Encrypt file names

Organize passwords...

I

Help

-NET

44



%J BitLocker Drive Encryption (E:)

Choose how you want to unlock this drive

[]Use a password to unlock the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols.
Enter your password
Reenter your password

[]Use my smart card to unlock the drive

You'll need to insert your smart card. The smart card PIM will be required when you unlock the drive.

Mext Cancel

@ USBCrypt” (? W %)

Choose Password and Encryption et

My photos and videos

Enter the password; o
FERBBBERREEE

Verify the password: (enter your password again)

[ Display the passwords  Help me choose a qood password. .

[] create a "spare key™ file for this Virtual Encrypted Disk on this computer

Encryption: [AES—]_?_E v] Mode: Help me choose. ..

Random Pad:

@G: (TEST) "VMware Virual IDE Hard Drive™ 8187 MB (7.9 GB) [exFAT] @

e
https://www.tnetsecurity.com/

Copyright © 2021 T-NET Co,, Ltd.
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ESET Endpoint Encryption Server (managed)

1 Full Disk Encryption : DESKTOP-MQE9S09L X

Please choose the security mode:

s
e

TPM Hardware - Not present

Some PC manufacturers include a Trusted Platform Module
(TPM) crypto processor which ESET Endpoint Encryption can
use to provide enhanced security.

This workstation does not include a TEM.

Click here to continue without using TPM hardware

Maore Information

Eack Next Cancel

HRgE DT

https://www.tnetsecurity.com/

Copyright © 2021 T-NET Co,, Ltd.

Decrypt Disk
Mount Partitions
Manage Users
Manage Policies
View Logs
Network Setup
Exit

#%) TREND,

|Pw

Endpoint Encryption

(_: Full Disk Encryption
./

Network Setup

1Pue | PolicvServer

@ Change Enterprise

New Server User
New User Password
New Server address

MNew Entemprise

Cancel

Save

Change Enterprize

Change Server

46
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Bob : :
Endpoint Encryption
Hello
. —= Enc
Alice! L ]
Alice's
public key BOB Servers ALICE
Alice
‘ Hello Decryp } B SendMe$ Bekd890optak1 GJ
H 1 -
Alice! Alice's qp
private kevy l Encrypted e-mail to l
Alice
0100V https:/ /en.wikipedia.org/wiki/Public-key_cryptography " Bob uses Alice's. 7| |r Alice uses her p_riv; ej|
|
| public key to encrypt | . 6ekd890optak1 ﬁJ —_— | key to decrypt the
? message
Encryption Process I Uu T | | |
Lo e e = 4 Alice's Bob's Uy
P“b"c Key public key public key b= = = = = -
SR SNERE l — o= l
Raw File Encrypted Ernall
File °" e 6ekd890optakT L Scnd Me S
Decryption Process 'l'
Prlvate Key
=7 \ | =& W.E’:;'xf;;":ey - ﬁ
Emall Encrypted Raw File
or File

SFTP

47
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Input

Hash sum

Input

DFCD3454

Fox

cryptographic
hash
function

Digest

DFCD
696C

3454
24D9

BBEA
7009

788A
CA99

751A
2D17

The red fox
jumps over
the blue dog

cryptographic
hash
function

0086
Acc7

46BB
6CD1

FB7D
90B1

CBE2
EE6E

823cC
3ABC

52ED879E

Hash
Fox — ™| function
The red fox Hash
runs across ™ function
the ice
The red fox
walks across — Ha5_h
— function

the ice

The red fox
jumps ouer
the blue dog

cryptographic
hash
function

8FD8
76B1

7558
79A9

7851
ODA4

4F32
AEFE

D1C6
4819

46042841

The red fox
jumps oevr
the blue dog

cryptographic
hash
function

FCD3
D401

TFDB
cOA9

S5AF2
7D9A

C6FF
46AF

915F
FB45

Copyright © 2021 T-NET Co., Ltd.

Good Governance

The red fox
jumps oer
the blue dog

cryptographic
hash
function

>

8ACA D682

1799

7D88

D588
BCF8

4C75
92B9

4BF4
6A6C

48
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Algorithm Operation Status Alternative
DES Encryption Avoid AES
3DES Encryption Legacy AES
\ RC4 Encryption Avoid AES y
T mMD5 Integrity ~ Avoid ¢ SHA-256 1
L S B - Sl

49
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PDPA Security Checklist

viudnua i daaunidaiAudayadriuuana ivianasuay File

vinufiulaune Password (Password Policy) 7idsen1alaivia electronic inulaania ayaalianizyilaiuayane
vavAnsuaa 'l L2inde latvinilu

vinusiutauneusmsianisanad (Account management) 1

vinuAuua 1 wilneuv 115N TUNNT srmaliviavivasensusata

aaan azgnaudvnsaanann ﬂ’J‘].lﬂNﬂTSL?.IV'] ﬁ\‘)

sTUUTILAEN A TULIAN
1“Ia 'l

\ vinuludnanisinfvszuuaiunannis Need to know basis waa'li

vinulvidnanisiainge
Shared folder aqunanns
Need to know basis
aa 'l vinulsilaionu Computer screen lockout waa'la windinislaenu
av'l3AuNTA (Session timeout)

vinu'luauaa1vilinaslad User s2udu
(Shared account) naa'l

)

e : H ﬂ

Of Shas
https://www.tnetsecurity.com/ Copyright © 2021 T-NET Co., Ltd.




Access control (logical access control)

* AAA
* Authentication R
S 3 3
®*  Something you know g 2 8
o a =
® Something you have =
. Q,Q? ;j\‘o
®* Something you are v 508 oS
[ J 1 v g\@@@ °§0\)Q b:’)@ @b@(’\& e@?;j
Something you authen AR A A
. v ——
® Authorization v v v |V
v Professor
¢ Audit v v Y Y Y PhD students
o v | v
® Nonrepudiation : & IT coordinator
:/ Role-permission assignment

User-role assignment

91989 1ONaNT W.3.U. AuATEIUaYAdLyAna dmSuRnIIadeu (PDPA for Auditors)
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User Management ,
User Roles Rights

° ¢ ' 1
W‘Uﬂﬂ’]u&[,‘lﬁll 219N YIYLLNUN A System Edit System

® User review process B admin Files
C
® Role base access control Normal
D
- User
e - E
. . m q)
Roles and Permissions E g F
Matrix 5 13 \ i
E g c - Edit user

files

N I - -

Create new account

Student Read / foo /

Modify account X J bar / files
Create order X X

View reports X X X

Create reports X X X

91989 1ONaNT W.3.U. AuATEIUaYAdLyAna dmSuRnIIadeu (PDPA for Auditors)
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& Local Security Policy seoEl
File Action View Help
9| 2@ = @m
H Security Settings ' Policy . Security Setting
«a AF‘:‘"“ P°“°:“ 1 Enforce password history 0 passwords remembered
g TSI By 5 Maximum password age 42 days
> @ Account Lockout Policy N
A Local Policies 36 N e S
, 3 Windows Firewall with Advanced Secy| 48 Minimum password length S gy
TN fk List Manager Policies p ;d Password must meet complexty requirements Enabled
) Public Key Policies 13 Store passwords using reversible encryption Disabled
i] Local Security Policy - O
File Action View Help
&= HE X2
i quecurity Settings Policy : Security Setting
v 14 Account Policies 5 Account lockout duration 5 minutes

> [ Password Policy
> | Account Lockout Policy
> |4 Local Policies

> [ Public Key Policies

» g IP Security Policies on Local

> || Windows Defender Firewall with Advai
[ Network List Manager Policies

> [ Software Restriction Policies
y & Application Control Policies

> [ Advanced Audit Policy Configuration

gﬂ Account lockout threshold
Ea Reset account lockout counter after

Computer

15 invalid logon attempts
5 minutes

Copyright © 2021 T-NET Co., Ltd.
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https://www.betterbuys.com/estimating-password-cracking-times/

78

-NET

https://www.passwordmonster.com/

Estimating Password Cracking Tir X =+

<« C 8 betterbuys.com/estimating-password-cracking-times/

)zZH#@q

Test a New

Enter in a password fo see the maximum time it would take to crack that password.
Uze the slider under the year to see how much the maximum crack time has increased since 1982,
Also slide up to 2020 to see how quickly a password might be cracked in the future.

Password Year
T8%I#@n 2015
A
Word List On OFf
Keys per second In 2015: 11344618.21 kps
Processor Used: Core i5-6600K
This i is not collectii ds and is for entertainment purposes. Estimates made in _|he interactive will not ahways be

] P
accurate due to evalving technologies and limitations in technolegy used to create it.

tGBetterBuys

Copyright © 2021 T-NET Co., Ltd.

= w ®» 0O o i < ¢ @ passwordmonster.com

Good Governance

M Password Strength Meter x o+

PasswordMonster

info@passwordmonster.com

Take the Password Test

Tip: Avoid the use of dictionary words or common names, and avoid using any
personal information Show password: [

789z7#@a (7

CITITTTT]

8 characters containing: Lower case Upper case Numbers Symbols

Time to crack your password

18 hours|

Review: Hmm, using that password is like locking your front door, but leaving the key under the mat
Your password is of medium strength because it contains a sequence of characters and a dictionary

word

54



PDPA Security Checklist

vinudulauanisvinaraayasdivuanaaativilaanns
(Data sanitization) Nisznraldninvavansnsa’lai

1UIRNTN1TULTAY
ANUNTaN T

vihudiulaunanisasavaya (Backup policy) LRZAITAALAL WAy
nsnesauNuyraya (Storage and restoration policy)
Usgnalaimnvaseansuaa’li

Copyright © 2021 T-NET Co, Ltd. NI

\‘LNET)

1/i1uﬁ14'iﬂmﬂmsﬁmﬁw"aua (Data retention
policy) Nfitunse majz\im%’nmsﬁmﬁnﬁayagau
yAAR wazn1samIuANIiu Milsearaladianv
avAnsuIaly



PDPA Security Checklist

vinuvinnsgaunu AsUHican w.5.u. AuATaINaYARIULAAR
TAHNUILIUVINULAY U3A TudaduniiavIuasIadzaun1alu
atinviaailay 1 a9 vaa'ly

VU UTEUN A UTNANTRIIVANIUATLUTAGIUNITT A BIAINU
fuavdaandassuudssgutndg NusenaladnIngavang
1aa'lu

vinululain Wuastiaya/W

MIUANUAYR FUNTUNUNURY 619U B Y v S
UNRIINH SULARI1NAsaLLin vinulataenu Banner tWattfauniinnazANusudatal uad

yasdayasdiuyAaa wda'l 11 msmﬂum‘sa’i‘fﬁa User nautdnldvumauiitaasnia’lu
ANMURNTZIUN

vinuduTewa agsadeu

tAenAavAunsdiaiau
W.5.1. ANATAYAAYARIULAAR
Nasuaruuaziiuilaaiiu wia 'l

vinu'le3unisavusuizas Data protection policy & practice wialw
nufeminnaranusufinzay Aauiasisulfifa Iy w.s.u.
ANATavAayYRRIUYAARKTE 1

VNUTRANIUATAUTNUAY
TudneunnAau uaIans
paNsuAINTNIIU 11651
AUTU ¥ra FUNTUKUT : :
ANNTURAADU MU W.5.1. vinuwlasunisentfiautaadnsdfieiau w.5.1. AuATaIayasaIU
ANATAIARNRRIULAAR yara tiuszay iy Wy email, training, poster
waa i

vihufiunasine AdaauAedunistal
~dfiiGienu wlaune wia suidiau 7
LenAadAunITU TR N W.5.1. AUATAY
Aayasdiuyanania‘li

s F.
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Workflow Privacy Guideline

nMsnusuTINdayadiuyana

nsdnviuazUiulsaduinianssy
N1sUsENIaNATaYadIuUAAS

(Record of Processing Activities)

Yy 1
mﬂ%agamuqﬂﬂa

nsliveyadiuynna

nsiruainguszase
nsUsEInaNatayadILYARR

1INTNITSNWIANULUAS
UaonNuasauLne

NSAMNUAFIY
N1sUsENIaNATaYadINUAAS

ANSIRVNVIRNAY
NsUsENIaNatayadINyAAa

ANSUSHITAANITANUEUL DL

nswaslmianvestoyadiuyanans Iy

Aenfunisiiusivnudeyadiuyana

NIUIMNTIANNTEANS
YDAV IUYAAS

(Data Subject Right Management)

htt

ANSUSELIUNANSENU

AUNNTANATBITRYAAIUYAAS

ps://www.tnetsecurity.com/

Copyright © 2021 T-NET Co., Ltd.
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NISUNELNS %159
desiavayadiuunna

VanNUeINIsleutaLadIuYAAa

1UFI19U TN ANT099ANTTENINIUTLNA

ASEASUNISENLIUY
MUNYMUNYANATOIUBYAGIUUARALAE
anusaloudnedeyaludwausenale

ASAUSNEN wae
n1svinangdayadiuyana

WINTNTUNATLRA
- v du & Wy v
\euwlastayanianuliilutoya

ag9dueINIANNURRA UYRIURYA

TunpuUHUASINTUNTINES
Poyadiuunna lUdanaUsene

TJunauUURdMIUNIIToIE

1% 1 1

VOUAAIUYAARIINNUILIIUNYUBDN

TuppuluRdmiunisau
visevateveyadIuyAng
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IT Security specialist

and professionals

nisasulrinonusg E
e a4 Functional roles and responsibilities
whlenvnuinlu
relative to IT system

N1sWnausyu

All users involved with IT systems

N1Sas1AIUAS=AUN

All users

O e 58
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Popular topics from security awareness training programs
and Privacy Awareness Course Outline

Lawful Processing CONSENT

Individual Rights

Right to be informed
Contract Right to Access
Right to Rectification
. Right to Erasure
Responsibilities of Data Controllers and Vital Interests Right to Withdrawn consent

Processors Public Interests Right to Restriction of Processing

Data Protection Officer Leqiti te Int t Right to Data Portability
egrimate interests Right to Object

Consent

Legal Compliance

Training
Security

Data Protection by Design and Default | o | ;-

Records of Data Processing Activities + = +
+

Data Transfer to Processors **** : +

International Data Transfer

Enforcement PHISHING EMAIL MALWARE THE DANGERS PASSWORD GOOD CYBER

OF SOCIAL MEDIA SAFETY HYGIENE HABITS
Conclusion o .

s F.
https://www.tnetsecurity.com/ Copyright © 2021 T-NET Co., Ltd.
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PDPA Security Checklist

vihufiulaualailaviannaiuriuiasaig (Firewall, IDS/IPS,
Network segmentation) Musen1@Aldnivivasansnia‘l

4

vinu'lsanidnnislaeu Software/Protocol LA

ujmsnjsﬂﬂ]uﬂj'\u E\nallﬂ ‘ﬁ\?llﬂ'ﬂllLﬁﬂ\‘lﬂﬁuﬂﬂﬂﬂﬁﬂ‘ﬂauaﬂia‘lu L?ju
Uaaafeansaane FTP, TELNET, SSH, Https
LazysUUITU

vinw'leGinde Patch szuueu/
seuudfiidnisn&rAtyadigriutian
ANUTLLNENNTARNITURITNIUAY
syuuwIaly

a

vinuayua e AWz 765y
aUNAYINANTAAAY UIaLLA L
\_ ) Tdsunsuszuuliicinng uaa'ly

60
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The Best Wi-Fi Encryption is WPA3

S The Best Wi-Fi Encryption is WPA3

Wi-Fi Connect A

Wi-Fi WPS As of February 2022, the best Wi-Fi security standard is called Wi-Fi Protected Access
Version 3, or WPA3 for short. Introduced in 2018 by the Wi-Fi Alliance, there are several
Smart Connect variations of the WPA3 standard:
2.4 GHz/5 GHz auto selection m = WPA3-Personal: This is designed for individual and home Wi-Fi users. For ease-of-use, it
allows you to pick your own arbitrary password, including one that might not be optimally

" Enable wireless radio secure

Scheme: Auto - * WPA3-Enterprise: This standard enforces minimum 128-bit authentication encryption,

~ y 256-bit key derivation encryption, and the use of an authentication server instead of a
Name (SSID): NET Show it password. It also utilizes Protected Management Frames for greater hack protection,

and imposes other authentication requirements to secure the network.

Secunty level: WPA2-Personal ~ |

* WPA3-Enterprise with 192-bit Mode: This is similar to WPA3-Enterprise but with the
Password: None option for minimum 192-bit encryption instead of 128-bit. It also ups the authentication
encryption to 256-bit and the key encryption to 384-bit.

Wireless maode: OWE
5 GHz Channel: WEP 0 For home Wi-Fi users, the best choice is WPA3-Personal, since it won't require a deep
B . WPA/WPA2-Persanal knowledge of wireless security to configure properly. If you're running a business or
2.4 GHz Channel: organization with high data security needs, consult IT experts that can help you set up WPA3-
WPA/WPA2-Enterprise Enterprise wherever possible.

v Downgrade USB 3.0 device to reduce it

WPA2-Personal
The Wi-Fi Alliance also promotes a standard
WPA2-Enterprise called "Wi-Fi Enhanced Open” that

seamlessly applies a low-level of encryption

Vv Advanced Options RELATED

Why You Shouldn't Host an
WPA2/WPA3-Personal Open Wi-Fi Network

- (called OWE) to open Wi-Fi access spots Without a Password
WPA3-Personal 3 (those that don't require a password).
However, OWE has already been
compromised by researchers. Even if it had not been compromised, we do not recommend

“_h running an ocpen Wi-Fi access point.

https://www.howtogeek.com/782993/whats-the-best-wi-fi-encryption-to-use-in-2022/

WPAS-Enterpnse

61
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Wireless Network:

Network Name (SSID):
Mode:

Security Mode:
Channel Selection:
Channel:

Network Password:

Show Network Password:

; ‘Enabled } Disabled

HOME-D12F

802.11 b/g/n v |

| WPA2-PSK (AES)

Open (risky)
WEP 64 (risky)
WEP 128 (risky)
WPA-PSK (TKIP)
WPA-PSK (AES)

WPA2-PSK (TKIP
WPA2-PSK (AES
WPAWPA2-PSK (TKIP/AES) (recommended)

L4

Main features of WEP, WPA and WPA-2

Authentication

WEP

N/A

WPA

IEEE 802.1X/EAP/PSK

WPA-2

IEEE 802.1X/EAP/PSK

[ Cryptographic algorithm RC4 RC4 AES ]
Key size 40 or 104 bits 128 bits 128 bits
Encryption method WEP TKIP CCMP
Data integrity CRC32 MIC CCM
Keys for packets No Yes Yes
IV length 24 bits 48 bits 48 bits

Copyright © 2021 T-NET Co., Ltd.
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PDPA Security Checklist

vinudulaunanstadusnisanaglvusaisanauan (IT
outsourcing policy) MiasauaandsnIslfiiaain w.s.u.
AuATaYAaNARIULAAR NiszndaTdMINvavAnsnaunia’lil

viru'leansuaaieain nstdusnisannilviusnisaauan Tuvinlw
a9AnsUsIAINNNsTUAR nsaliAadaaN luan1iuIng

JIRINNIAIUANANTT Aauan

lausn1931n
N lWUsNITAEUaN

nufiunasn1sitnuzauTtun1sfna 1N 13a' lasunlI Tl

iiaulunisd§iidan SOP aavlviusnsarauan

63
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Access Logs

» Filters

Time

Aug 24,
Aug 24,
Aug 24,
Aug 24,
Aug 24,
Aug 24,
Aug 24,
Aug 24,
Aug 24,

Aug 24,

Page 1

HRgE DT

https://www.tnetsecurity.com/

2017, 3:21:25 PM

2017, 3:27:35 FM

2017, 3:31:17 PM

2017, 3:31:26 PM

2017, 3:31:26 PM

2017, 3:33:43 PM

2017, 3:33:55 PM

2017, 3:34:03 PM

2017, 3:34:08 PM

2017, 3:34:08 PM

of 10 (1-10 of 100 items)

Logs

Auth User Source IP

10.157.128.146
10.157.128.146
10.157.128.146
10.157.128.146
10.157.128.146
10.157.128.146
10.157.128.146
10.157.128.146

10.157.128.146

10.157.128.146
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HTTP Method

GE

GE

GE

GE

GE

G-

Request URL Path

T Jjcsadmin/api/v1.1/webui/metrics

T Jicsadmin/apifv1.1/library/

T Jicsadmin/apifv1.1/library/

T Jcsadmin/apif/vl.1/webui/metrics

T Jjcsadmin/api/v1.1/application/

“Cument LSN

G

w

00000274:00001501:0001
00000274:00001562:0001
00000274:00001503:0001
00000274:00001504:0001
00000274:00001504:0002
00000274:00001505:0001
00000274:00001565:0002

ARAAATYTA AN CL C.nns

Good Governance

Op;emfinn

G | 00000274:00001500:0002

LOP_HK
LOP_BEGIN_CKPT
LOP_XACT_CKPT
LOP_END_CKPT
LOP_HK

LOP_HK
LOP_BEGIN_XACT
LOP_BEGIN_XACT

L&A o T Rime

Co =] N e D R —

Importance of transaction log in SQL Server

EE Resutts ||§|i Messagesl

Current LSN

: DD00D032:0000032b:0001

00000060 00003635:0001
00000060:00003639:0004
00000060 00005485:0001
00000060 00005450001

00000060 00005496:0001
00000060 0000545:0001
00000060 00005505:0001

Operation

. LOP_BEGIN_XACT

LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT

Transaction Name
DROPOBJ
DROPOEY
DROPOBJ
DROPOBJ
DROPOBJ
DROFPOBJ
DROPOBJ
DROPOBJ

Transaction 1D
000000001877
0000:000870d0
0000:000E70d 1
00000008715
000000087116
00000008717
000000087118
0000000871

Transaction Name
MULL
MULL
MULL
MULL
MULL
MULL

QD05 nested transaction

205 base transaction

KiLInL

Tranzaction 1D

000000000000
0000: 00000000
000000000000
0000: 00000000
0000: 00000000
000000000000
0000:00795228
0000:00795239

.

Log Record Fixed Length
28

96

24

136

28

28

76

76

[ =}

Tranzaction 5ID
152

96

28

136

88

152

128

124

cir

SPID
MULL
NULL
NULL
NULL
NULL
NULL
43
43

kI

UserAccount

HONTWCCOVE4E
HOMNTWCCOVE4E
HONTWCCOVELE
HONTWCCOVE4LE
HONTWCCOVE4LE
HONTWCCOWVE4E
HONTWCCOVE4LE
HGNTWCCOVELE

Begin Time

MULL

MULL

MULL

MULL

MULL

MULL

201870810 17:02:29:7A
201870810 17:02:29: 77

kirana
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- DB Encryption N !'NET)

- Secure File Transfer
- Encrypted Protocol; HTTPS

- Endpoint Encryption

) DLP d archival Tool

- Network and Infrastructure g o

Security - . .
Data Storage Data Disclosure
(sUnuumsdainu (@0ANSMEUDN
- Physical Security IM&onvAIAY) nimsiWawsdoya)
- Clear Desk Clear Screen > a
Policy 3%UU PDPA; DSR Automatic Deletion Tool
- Information classification -jm.m_
Procedure, DLP ] 3 '
- NDA, AUP
Data Collection Data Use Access
(Lawful basis, Notice to Personal Data
requirement purpose limitation, (meluovdns: lasuie ild
St s ) - AAA Authorizl?:%i?m ﬁé.ltil:}awlej%ication, Accountability
- MR - re File Transfer
- 9%UU PDPA - Data Masking - Encrypted Protocol - Media Sanitization Tool
(Eameen, Piivasy - AD Policy, Data Sharing Storage Policy _ E-mail Encryption  Anonymization Technique
- User Management
Notice, ROPA) - DLP

- Application Security: Role based access control,

- Data Discovery Incident Response Process Flow

Secure Logon, Log, VA, Pen-test, Malware Protection
- SIEM

Tt Ensure Security Measures
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TOPIC2
QS29d2UALWSIL

W.s.U. Aupsavdayadiuynna

JoNKUQQIUNNKUIY

1 navavimKunAuAsavdayadduunna
(Data Protection Officer)

2 Yands:niaawtudoudd
(Privacy Notice)

3 YanduinsignisUs:udana
(Record of Processing Activities: ROPA)
4 Saripnaisvonwdusauiunsaing
nmué’mﬂuc‘la\ﬂﬁﬁagadauqnna
(Consent Form)

EEEEEl w.s.U. AuAsDudoyadiuynna

1 Sadvaruzriviu PDPA mgfukusgviu
(PDPA Working Team)

3 varhulsuisiaziudURUGUaVKLIEVIU
a;abrluk}u“kqs} ;,.&guk. as of Practice)

4 vanyaanavnisianiuas

VANSAIOIJNSDU

/ SuaaunAURUG
“S-ri thdnowdise”

MSUSKISYaNSUDYA 0ad0dvsTIOUDVIDLA
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